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By this point, it is fair to say that there is not a single CEO, CFO or other executive 
in America who is unaware of the importance of IT security. These business 
leaders have heard a lot about data breaches and cybersecurity incidents and they 
understand that these can be truly devastating events, to be avoided at all costs.

But understanding this concept in the abstract does not always translate to an 
accurate appreciation of the value that IT security awareness and training programs 
can deliver. Part of the problem is that it is difficult to discern the true return on 
investment that these initiatives offer. Yet this does not means the ROI isn’t there. 
It simply means that a more subtle, comprehensive appreciation of the nature of IT 
security, and security awareness training, is needed.

INTRODUCTION

The most obvious challenge inherent to return on security awareness ROI 
calculations is the fact that there’s no perfect means of determining how likely a data 
breach was to occur if not for the training, nor precisely how costly such an incident 
would be. It is exceedingly difficult to gauge the ramifications of what did not happen, 
rather than what did.

For IT leaders, the challenge goes further. These professionals typically understand 
the value that security awareness campaigns offer, even if they do not have an 
exact figure to point to. For them, the real predicament is the need to convey this 
understanding to members of the C-suite. Understandably, executives tend to give 
far more credence to solid, quantifiable proposals. Unfortunately, this means that 
the difficulty of calculating an accurate security awareness program ROI causes 
numerous company leaders to underappreciate such initiatives, and therefore fail to 
make such initiatives a priority. This puts organizations at serious risk of a breach or 
other incident. 

THE CHALLENGE
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IMMEDIATE VALUE

That being the case, IT leaders and C-level executives alike can and should take a 
closer look at several key factors in order to determine security awareness training’s 
value for their individual organizations.

First and foremost, it is important to look at data breaches. In its 2014 Cost of Data 
Breach: Global Analysis, the Ponemon Institute determined that the average total 
cost of a data breach last year was $3.5 million, a 15 percent increase from 2014. 
The average cost per compromised record reached $145, up from $136 in 2013—a 
9 percent increase. In the United States, the cost per stolen or lost record was even 
higher, at $201. 

These costs come in many forms. An IBM study of cyberattacks in the U.S. in 2013 
found that data breaches cause damage in six categories: 

Reputation and brand damage

Lost productivity

Lost revenue

Forensics expenses

Technical support

Compliance-related costs

% of 
Total Cost

29%

21%19%

12%

10%

8%
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This data is enough to  clearly  demonstrate the value in any cybersecurity efforts 
that may reduce the risk of a data breach. However, the ROI of security awareness 
training can be further be appreciated in the context of how these data breaches 
occur. While it is true that external cyberattacks remain the most common cause 
of these incidents, internal mishaps are also a major driver of breaches. Verizon’s 
2014 Data Breach Investigations Report found internal actions, including employee 
negligence and misuse, were responsible for nearly 11,700 of the 63,437 total 
security incidents reported in 2013.

Critically, this figure only accounts only for breaches actually caused by company 
insiders. It does not include all of those incidents in which employee mistakes 
created opportunities that hackers and other external threats subsequently took 
advantage of. This is an exceedingly common scenario, as many cybercriminals look 
for cybersecurity vulnerabilities, rather than targeting specific companies. Employee 
mistakes like opening suspicious emails or clicking on untrustworthy links can create 
openings for malware, leading directly to successful cyberattacks. 

According to Verizon, employee 
negligence and misuse, was 
responsible for nearly 
11,700 of the 63,437 total 
security incidents reported 
in 2013.



EVALUATING EFFECTIVENESS

All of this illustrates how security awareness training can provide companies 
assistance  in a broad, general capacity, and should  act as powerful arguments in 
favor of investing in these solutions. To truly calculate the ROI that these programs 
actually deliver for a specific organization, though, further steps are required.

Importantly, companies must adopt security-related metrics prior to the 
implementation of the security awareness campaign. These measurements will 
provide a baseline that will demonstrate the financial impact that the awareness 
campaign has had on employee behavior, and the company at large.

Here are several metrics to consider:

HELP DESK CALLS FOR HELP:

DEVICE THEFTS:

POLICY VIOLATIONS:

HELP DESK WARNINGS: 

Once employees receive security awareness training, they will 
be far less likely to inadvertently install viruses or fall victim to 
phishing attacks. As such, they will not need to request help desk 
assistance as frequently.

Employees who receive training will become more aware of how to 
protect their mobile phones and tablets from theft and loss. 

Companies can track the number of security-related policy 
violations before and after employees participate in awareness 
campaigns. For example, personnel will be less likely to leave 
sensitive printed materials unattended.

At the same time, these security awareness campaigns will improve 
employees’ ability to recognize suspicious events and other 
cybersecurity-related incidents. Personnel will therefore be more 
proactive in alerting the help desk of cybersecurity threats before 
they cause significant damage.
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In all of these examples, businesses should also consider comparing results 
between those employees who complete the training and those who either did 
not participate or did not complete it. The differences between the two groups 
will further demonstrate the tangible ROI that security awareness and training 
campaigns can deliver. 

By ascertaining the financial impact of these activities and how behavior changes in 
the wake of security awareness training campaigns, company leaders can clearly see 
the positive ROI that these efforts deliver. 

ONGOING VALUE

It’s important to note that the true value of security awareness training and 
campaigns is best harnessed through ongoing commitments. One-time efforts 
will have a noticeable but limited impact, whereas recurring training will help to 
permanently alter employees’ behavior for the better. 

Just as significantly, ongoing security awareness training is essential in the context of 
change management. Over time, employee behavior will evolve in response to new 
challenges and personal preferences. This tendency will eventually begin to pose a 
growing cybersecurity threat as employees gradually shrug off the best practices 
they previously abided by. 

A continuous, ongoing security awareness campaign can counter this trend, helping 
to ensure that employee behavior remains sound for the duration of the individual’s 
career at a given company.

Additionally, company leaders must recognize that the overall cybersecurity 
landscape is becoming more dangerous over time. The number of cybercriminals 
around the world is growing, and their tactics and skills are evolving and maturing. 
Ongoing security awareness programs represent a critical tool for staying one step 
ahead of these threats. 



CONCLUSION

There’s no denying that it is difficult to accurately determine the financial return that 
a company will experience from its security awareness and training investments. Yet 
as this white paper has demonstrated, there is a tremendous amount of evidence 
demonstrating how costly and common data breaches can be, as well as the major 
role that employee behavior plays in these incidents. 

Furthermore, businesses can and should embrace measurement programs that will 
clearly show the substantial, quantifiable ways that employee behavior improves for 
the better following security awareness training and the positive impact this has on 
corporate bottom lines. 

This, along with the tendency for employee behavior to change over time and the 
growing nature of the worldwide cybersecurity threat, should make it clear to 
both IT leaders and C-level executives that any company’s investment in security 
awareness campaigns will easily justify their costs, delivering a positive ROI in the 
short- and long-term.
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